From: 

Sent: 

To: 


Cc: 

Subject: 

Attachments: 


Eckhof, Cassandra (DPH) 

Friday, October 12,2007 11:48 AM 

Abramova, Svetlana (DPH); Ahmed, Magda (DPH); Allen, Stewart E (DPH); Alves, Suzana (DPH); Anderson, Teresa (DPH); Annas, Catherine (DPH); Areche, Arquimedes (DPH); Atkinson, Kathy (DPH); Bain, Ian 
(DPH): Ballin, James (DPH); Barrus, Stephen (DPH); Beagan, Brianne (DPH); Bearse, Michael E (DPH); Belitskus, Erin (DPH); Bilodeau, Peter (DPH); Bimbashi, Erti (DPH); Bird, Marsha R (DPH); Bilansky, Arnold 
(DPH): Bolstorff, Barbara (DPH): Botticelli, Michael (DPH); Brown, Melissa (DPH); Cabral, Randal (DPH); Caceres, Isabel (DPH); Caloggero, Dina (DPH); Cambra, Heather J (DPH); Cantor, Fredric; Caron, Palma 
(DPH): Caten, Evan (DPH); Cavaleri, Lori (DPH); Chaffee, Gail (DPH); Chaput, Daniel (DPH); Chen, Karen (DPH); Chisari, RGino (DPH); Christie, Anita (DPH); Church, Daniel (DPH); Cittadino, Margaret (DPH); 
Cochran, Jennifer (DPH); Coffey, James D (DPH); Cohen, Joyce (DPH); Collins, Rachel (DPH); Condon, Suzanne (DPH); Conley, Caryn (DPH); Corkren, Edward (DPH); Cranston, Kevin (DPH); Crockett, Molly 
(DPH): Curley, Mary Beth (DPH); Daniel, James (DPH); DeMaria, Alfred (DPH); DiFabio, Liliana (DPH); DiNatale, Margaret (DPH); Donaghy, Stephanie K (DPH); Doran, Tara (DPH); Dosch, Richard (DPH); Douglas, 
Lynda (DPH); Driscoll, Maura A(DPH); Drury, Maura C (DPH); Dreyer, Paul (DPH); Elson, Franny (DPH); Epstein, Andy (DPH); Ergas, Rosa (DPH); Erskine, Warren (DPH); Fishman, Karen L (DPH); Fleming, Stephen 
(DPH): Fogerty, Sally (DPH); Foster, Kevin (DPH); Gauthier, Cheryl (DPH); Gilchrist, Mary (DPH); Gitlin, Fay (DPH); Glenn, Lynda (DPH); Golden, Kristin (DPH); Gonzalez, Yvonne (DPH); Graham, Sally S (DPH); 
Gustus, Toni (DPH); Hall, Shalonda (DPH); Hanchett, Andrew (DPH); Haney, Gillian (DPH); Harb, Rula F (DPH); Harrington, Nancy (DPH); Harvey, Emily (DPH); Hawk, Elena (DPH); Heisey, Dawn (DPH); Hobbs, 
Sylvia (DPH); Hood, Malena (DPH); Howard, Terry (DPH); Hume, Beth (DPH); Hunt, Phill (DPH); Hurwitz, Elizabeth (DPH); Huynh, Dieu Phi (DPH); Isenberg, Deborah (DPH); lyawe, Valerie (DPH); Jacobsen, 

Patricia (DPH); John, Betsey (DPH); Kass, Michael (DPH); Keefe, Jacqueline (DPH); Kellman, Barbara (DPH); Kenney, Reggie (DPH); Kirkwood, Amy (DPH); Kludt, Patricia (DPH); Knorr, Robert (DPH); Konomi, 
Raimond (DPH); Kwan, Lau S (DPH); Laporte, Tracy (DPH); Lee, Sharon (DPH); Lett, Susan (DPH); Levin, Donna (DPH); Lohnes, Sherman (DPH); Lyons, Tom (DPH); MacMillan, Annie (DPH); Manning, Susan 
(DPH): Manuel, Manolito (DPH); Margariti, Lida (DPH); Mascioli, Lynette (DPH); Matyas, Bela (DPH); McCauley, Philip (DPH); McCarthy, Tim F (DPH); McCue, Terry (DPH); McKenna, Leo (DPH); McLellan, Douglas 
(DPH): Mehiman, Alison (DPH); Mierz, Justin (DPH); Mills, Jeff (DPH; Mitra, Monika (DPH); Murphy, James (DPH); Neades, Sandra (DPH); Noonan, Kathryn (DPH); Northrup, Jill (DPH); OBrien, Kerry (DPH); 
Ohannessian, Dana (DPH); Okeefe, Jerry (DPH); Paskowsky, Mark (DPH); Pelletier, Judith (DPH); Pomfred, Edward (DPH); Pontikas, Jean (DPH); Popstefanija, Marija (DPH); Reid, Carolyn L (DPH); Ridley, Nancy 
(DPH): Rivera, Tanya (DPH); Rowe, Dan (DPH); Schambeck, Sander (DPH); Schauer, Stephanie (DPH); Seide, Stacy (DPH); Sennott, Janet (DPH); Silveira, Carol (DPH); Soliva, Susan (DPH); Stein, Joelle H (DPH); 
Stiles, Tracy (DPH); Stone, Lisa (DPH); Strachan, Mary C (DPH); Tran, Loc (DPH); Troppy, Scott (DPH); ValdesLupi, Monica (DPH); Wall, Hilary (DPH); Welch, Elizabeth (DPH); Westgate, Traci (DPH); Woodford, 
MaryLou (DPH); Weisberg, Carol (DPH) 

Landers, Stewart (DPH); Miller, Tracy (DPH) 

Updated Confidentiality Procedure 10-A "The Electronic Transmission of Confidential Information" 

V3.0_10Adoc; Application V.3.doc 


TO: Senior Staff & Bureau Directors 

Current SFED Users & Waiver Recipients 
Privacy & Data Liaisons 
SFED Administration 

RE: Updated Procedure 10-A, “The Electronic Transmission of Confidential 

Informationand the Associated Application Form 

MDPH’s policy, with few exceptions, prohibits the transmission of confidential information by email without taking additional precautions. Explained in full in Confidentiality Procedure 10-A, 
“The Electronic Transmission of Confidential Information,” the procedure and its associated apphcation form have been revised and are attached for your information. These revisions are the 
result of changes in the technical environment. 

A number of technical clarifications were made to the procedure and I encourage you to review it. The key modifications, however, can be summarized as follows: 

Changes 

> MDPH workforce members who have received a waiver to transmit confidential information should no longer type, “secure:” in the subject fine of emails being sent within the state 
domain. The word, “Confidential” should be typed. Please refer to the procedure for complete details. Exempted programs should also type “Confidential” in the subject line of emails. 

► The Secure File Transfer service has been fiiUy integrated into Procedure 10-A; it was previously beyond the scope of the procedure, which dealt only with secure email. 

► The revised document underscores the importance of SFED users directing their SFED incoming and outgoing email to their SFED accounts and not to their regular work email. 

> The format of the procedure has been revised to permit the reader to more quickly access content. 

Changes to the Apphcation and its Process 

> Apphcations must now be submitted both electronically and in hard copy. 

► So that SFED accounts can be more quickly set up, the apphcation now requests the name of each internal and external user. 

The on-hne training modules are on HealthNet (httD://healthnet.dph.state.ma.us/privsec/training/emaiiyemail01.htm) and 
(http://healthne t .dph.state.ma.us/privsec/downloads/sfed user man u al.pdf) . They have been updated to reflect the updated procedure. 

Please share this information with others in your organization who might have need for it. 

Do not hesitate to contact me (617.624.5219) if you have any questions about the revised procedure or the apphcation. 


Cassie Eckhof | Privacy Officer I Privacy & Data Access Office 
Massachusetts Department of Public Health 
250 Washington Street, Boston, MA 02108 
617.624.5219 | 617.624.5234 fax 
cassandra.eckhQf@state.ma.us 
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